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Project Bringing down the fraudsters

When out and about giving scams awareness talks to
groups and individuals, and supporting victims of fraud,
we’re often asked, “Are the fraudsters ever caught?” Some

. ) people comment, “Nothing is ever done.” and “What’s the
In this Upd ate: point in reporting scams?”

But, if nothing is reported, nothing can be done. The
fraudsters continue to steal money or information and
victims are left feeling embarrassed and ashamed, with their

scams) confidence and trust in themselves and others shattered.
Pages 2 & 3

Rogues’ gallery (and
how to avoid their

Many victims have reported being defrauded. They have
reported the crime to Citizen Advice Consumer Service,
Trading Standards, the Police or Action Fraud. Only through
Page 4 this reporting have criminals been brought to justice.

Current frauds

So, in this edition we look at the successful convictions,
thanks to members of the public reporting scams and fraud,
and give some reminders so we don’t become victims of
similar frauds.

If you would like to talk about your personal situation and
fraud, you can book a free appointment with a member of
our Scams Awareness & Aftercare Team. Contact us on

01625 612958 or at enquiries@ageukce.orq.
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Convicted fraudsters...and how to avoid similar scams

Here are a range of cases where victims reporting fraud has led to criminals being caught and
convicted. Being aware of these can help us avoid similar frauds and encourage us to report
scams we find.
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https://www.durham.police.uk/News/News-Articles/2023/February/Romance-fraudsters-jailed-after-cruelly-conning-women-out-of-200000.aspx
https://www.durham.police.uk/News/News-Articles/2023/February/Romance-fraudsters-jailed-after-cruelly-conning-women-out-of-200000.aspx
https://www.bbc.co.uk/news/uk-england-essex-64572762
https://www.bbc.co.uk/news/uk-england-essex-64572762
https://www.cheshireeast.gov.uk/council_and_democracy/council_information/media_hub/media_releases/trading-standards-officers-secure-prosecution-of-fraudsters.aspx
https://www.cityoflondon.police.uk/news/city-of-london/news/2021/september/biggest-ever-police-operation-against-counterfeiting-sees-over-500m-worth-of-goods-seized/
https://www.cityoflondon.police.uk/news/city-of-london/news/2021/september/biggest-ever-police-operation-against-counterfeiting-sees-over-500m-worth-of-goods-seized/

Convicted fraudsters...and how to avoid similar scams
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https://www.citizensadvice.org.uk/consumer/scams/reporting-a-scam/
https://www.cheshireeast.gov.uk/council_and_democracy/council_information/media_hub/media_releases/council-prosecutes-woman-whose-stairlift-business-lost-pensioners-more-than-50000.aspx
https://www.bbc.co.uk/news/uk-65180488

CURRENT FRAUD ALERTS
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Here are some recent frauds to look out for. Please share with family, friends and community.

Fake offers of help
to recover
accounts

Sometimes, our
social media
accounts
(Facebook, Twitter etc.) are hacked and we want
to restore them or recover the information.

We've had reports of fraudsters offering to
recover such accounts, contacting people
through social media. They then may steal your
information or ask for payment.

If your social media account is ever
compromised, contact the provider (Facebook,
Twitter etc.) independently, and only deal with
the genuine organisation for recovery.

Offers too good to
be true

With the cost of living
continuing to rise,
we're all on the look
out for help to make
ends meet.

Fraudsters are, again, pretending to be well-
known supermarkets offering a £200 cash
reward scheme. On further investigation, the
emails or websites these offers are on are
nothing to do with the genuine supermarkets,
often with a non-uk based contact.

Remember, if an offer is too good to be true, it
probably is. Always check any correspondence
is genuine before proceeding.

Identity theft on the —
rise locally ¥ :

We've had reports
of identities being
stolen and then
being used to open
bank accounts and
apply for credit in the victims’ names.

Keep your personal information safe, including
name, address, date of birth, National Insurance
number email address etc. Dispose of mail
safely. Make sure that you don’t share personal
details online, even over time, as criminals build
up your identity from many sources.

If you do become a victim of identity theft,
contact your bank and the police immediately.

e Current fraud alerts

WhatsApp hack
scam

The police have
issued an alert about
a WhatsApp account
takeover scam.

Criminals pose as
friends and request
security codes, gaining access to WhatsApp
accounts with victims listed as contacts.

-

They send normal messages, whilst at the same
time sending a six-digit code to the victim’s
phone. They claim to have sent it by accident,
and ask for the code back. Once they have the
code, they lock the victim out of their account
and use the account for fraud.

COMING NEXT TIME

* |dentity theft

Though we don't like to see you leave, you can unsubscribe from these bulletins by emailing sally.wilson@ageukce.org
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