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Privacy Notice 

(Employees, Casual Staff, Volunteers and Contractors) 

Age UK Hertfordshire will collect, store and use a variety of personal information, including special categories of personal information, about you during your employment or work with us, and after it ends. This will be carried out in accordance with the General Data Protection Regulation 2018 and our Privacy Standard. The Privacy Standard will be available on HR.net or from the HR Department. 

This notice explains what personal information we will hold about you, how we collect it, and how we use it and how we may share information about you during your employment or work with us and after it ends. 

Please ensure that you read this Privacy Notice and any other similar notice we may provide to you from time to time when we collect or process personal information about you.

About the information we collect and hold 

We may collect the following information during your work with us:

· Your name, contact details (i.e. address, home and mobile phone numbers, email address) and emergency contacts (i.e. name, relationship and home and mobile phone numbers);

· Information collected during the recruitment process that we retain during your work with us;

· Employment contract or Casual agreement information;

· Details of salary and benefits, bank/building society, National Insurance and tax information;

· Your nationality and immigration status and information from related documents, such as your passport or other identification and immigration information, your age;

· 

A copy of your driving licence

· Details of your pension arrangements, and all information included in these and necessary to implement and administer them

· Information in your sickness and absence records (including sensitive personal information regarding your health);

· Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs

· Where a post requires a 

Disclosure and Barring Service (DBS) check, information relating to convictions, convictions, cautions, reprimands, warnings or bindovers 

· Information on grievances raised by or involving you

· Information on conduct and/or other disciplinary issues involving you

· Details of your appraisals and performance reviews

· Details of your performance management/improvement plans (if any)

· Details of your time and attendance records;

· Information in applications you make for other positions within our organisation;

· Information about your use of our IT, communication and other systems, and other monitoring information;

· Details in references about you that we give to others.
Certain elements of the categories above may not apply to you if you are a volunteer, intern, casual worker or contractor.  

A number of the categories above are required to enable us to enable us to verify your right to work and suitability for the position, and where applicable, to pay you, to provide you with your contractual benefits, and to administer statutory payments such as statutory sick pay (SSP). If you do not provide this information, we may not be able to employ you or enter into an agreement with you, to make these payments or provide these benefits.


We may ask for your consent in order to process certain personal information going forward e.g. information from medical professionals relating to your health. In such circumstances you will be provided with an explanation as to why we are requesting permission to process such information and you will be given the opportunity to give your consent at that time. 

How we collect the information

We may collect this information from a variety of sources, which may include the following: you, referees (details of whom you will have provided), your education provider, any relevant professional body, Disclosure and Barring Service (DBS), Home Office, HMRC, Pension administrators, medical professionals including occupational health, other employees, partner organisations, external consultants. 

Why we collect the information and how we use it

We will typically collect and use this information for the following purposes (other purposes that may also apply are explained in our 

Privacy Standard):

· for the performance of a contract or agreement with you including, where applicable, payment of salary and benefits, or to take steps to enter into a contract or agreement;

· for compliance with a legal, regulatory and corporate governance obligations and good employment practices (e.g. our obligations to you as your employer under employment protection and health safety legislation, and under statutory codes of practice, insurance obligations, Disclosure and Barring Service obligations); 

· for the purposes of our legitimate interests or those of a third party, but only if these are not overridden by your interests, rights or freedoms.

· process special categories of personal information (also known as sensitive personal data) where such processing is necessary for the purposes of carrying out our obligations and exercising our/your specific rights in the field of employment (for example: we may process details of your ethnic origin, sexual orientation or religion or belief for the purposes of equal opportunities monitoring and reporting). 
We seek to ensure that our information collection and processing is always proportionate. We will notify you of any material changes to information we collect or to the purposes for which we collect and process it.

How we may share your information 

We may also need to share some of the above categories of personal information with other parties, such as partner organisations involved in your matrix management arrangements, professional advisers, external consultants, Disclosure and Barring Service (DBS), Pension and Payroll Administrators, HM Revenue & Customs, Home Office and other regulatory authorities, insurers, medical professionals including occupational health. 

Usually, information will be anonymised but this may not always be possible. The recipient of the information will be bound by confidentiality obligations.

Where information may be held

Information may be held at our offices and those of our partner organisations, funders or and other third party agencies as outlined above. Data will be stored securely in a range of different places, including on personal file, recruitment records, in HR management systems and on other IT systems (including email). 

How long we keep your information 

We keep your information during and after your employment, or work with us, for no longer than is necessary for the purposes for which the personal information is processed, in line with legal, regulatory and corporate governance obligations. This will be no longer than 6 years after your employment or work with us ceases. 
Keeping your personal information secure

We have appropriate security measures in place to prevent personal information from being accidentally lost, or used or accessed in an unauthorised way. We limit access to your personal information to those who have a genuine business need to know it. Those processing your information will do so only in an authorised manner and are subject to a duty of confidentiality.

We also have procedures in place to deal with any suspected data security breach. We will notify you and any applicable regulator of a suspected data security breach where we are legally required to do so.

Your rights 

As a data subject, you have a number of rights. You can: 

· access and obtain a copy of your data on request; 

· require the organisation to change incorrect or incomplete data; 

· require the organisation to delete or stop processing your data, for example where the data is no longer necessary for the purposes of processing; and 

· object to the processing of your data where Age UK Hertfordshire is relying on its legitimate interests as the legal ground for processing. 

If you would like to exercise any of these rights, please contact the Data Protection Officer, Lorna Boyd-Bell, at executive.assistant@ageukherts.org.uk 

If you believe that the organisation has not complied with your data protection rights, you can complain to the Information Commissioner at https://ico.org.uk/concerns/ or telephone: 0303 123 1113 for further information about your rights and how to make a formal complaint.
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