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Threat actors are impersonating an email from LinkedIn to
steal user login credentials. The email pretends to be a
notification from LinkedIn relating to a potential business
partnership.
 
The email’s sender name impersonates LinkedIn, though the
sender email address domain has no relationship with
LinkedIn.
 
The payload links in the emails all lead to a compromised
section of a legitimate sporting goods website. This phishing
page looks similar to the login page for the LinkedIn platform.

Phishing attack impersonates LinkedIn notification

If you have been a victim of fraud or cyber crime, report it to Action Fraud


