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DATA PROTECTION AND INFORMATION SECURITY POLICY




1. Introduction

1.1
The Data Protection Act 2018 regulates the way in which certain information (personal data) about employees and clients is held and used. 
1.2
This policy identifies the type of information that the organisation keeps and the purposes for which it keeps them. It also outlines the measures that the organisation takes to ensure the security of data processed and retained by the organisation.
1.3
The Chief Officer has overall responsibility for the effective implementation of this policy and is the Data Controller.  The Lead Officer for data protection is the Central Services Manager.
1.4 
This policy should be read in conjunction with the Confidentiality Policy (P06/08).  It incorporates the E-mail and Internet Policy (P13/08) and the Service User Access to Personal Records Policy (P42/08).
1.5
Nothing in this policy will contravene the effective implementation of the Equality, Diversity and Inclusion policy (P14/08) of Age UK Wigan Borough (AUK WB). The organisation will seek to implement all relevant legislation and develop best practice in equality and diversity and other organisation policies will support this objective.

2. Scope

2.1
All AUK WB employees (permanent and temporary staff working under a contract of service), volunteers, all job applicants, agency staff, contractors and consultants are covered by this policy and expected to fully comply with it.
3. Information about employees 

3.1 
Throughout employment and for six years following the termination of employment, the organisation will need to keep information for purposes connected with an employee’s employment, including recruitment and termination information. These records may include:

· Information gathered about an employee and any references obtained during recruitment

· Information relating to the Right to Work in the UK

· Details of terms of employment

· Payroll, tax and National Insurance information

· Performance information 

· Details of grade and job duties

· Health records

· Absence records, including holiday records and self-certification forms

· Details of any disciplinary investigations and proceedings

· Training records

· Contact names and addresses

· Correspondence with the organisation and other information provided to the organisation
3.2
Next of kin details are also kept whilst someone is in employment but not retained once someone has left.  The named next of kin signs to confirm that he/she is content for us to keep this information on file.
3.3
Information relating to Disclosure and Baring Service (DBS) checks is held for six months only on HR files and then destroyed.  If, in very exceptional circumstances, it is considered necessary to keep certificate information for longer than six months, we will consult the DBS about this and will give full consideration to the data protection of the individual before doing so.

3.4
AUK WB believes these uses are consistent with our employment relationship and with the principles of the Data Protection Act 2018. The information held will be for our management and administrative use only, but from time to time, we may need to disclose some information we hold about employees to relevant third parties (e.g. where legally obliged to do so by HMRC or requested to do so by an employee for the purposes of giving a reference). We may also transfer information to another group or organisation, solely for purposes connected with an employee’s career or the management of the organisation’s business, including payroll and absence management.
3.5 
It should also be noted that the organisation might hold the following information about an employee for which disclosure to any person will be made only when strictly necessary for the purposes set out below:

· An employee’s health, for the purposes of compliance with our health and safety and our occupational health obligations

· For the purposes of personnel management and administration, for example to consider how an employee’s health affects his or her ability to do his or her job and, if the employee is disabled, whether he or she requires any reasonable adjustment to be made to assist him or her at work

· The administration of insurance, pension, sick pay and any other related benefits in force from time to time

3.6 
The organisation requires all employees to comply with the Data Protection Act 2018 in relation to the information about other staff. Failure to do so, e.g. unauthorised, inappropriate or excessive disclosure of, or obtaining information about, individuals will be regarded as serious misconduct and will be dealt with in accordance with the organisation’s disciplinary policy and procedure. If an employee is in a position to deal with personal information about other employees or volunteers, he or she will be given separate guidance on his or her obligations, and must ask if he or she is unsure.

3.7 
Staff will be informed of what data we keep and where it is shared with other organisations.  A consent form will be completed by staff members, agreeing to this.
4. Information about Volunteers

4.1
For details about what information is stored for volunteers, please see the Volunteer Policy (P57-08). 
5.  Information about Service Users

5.1 
AUK WB also keeps information about service users, both electronically and as hard copy information.  These records include:

· Personal details, including name, address, contact details, gender, age, ethnicity, religion, disabilities and living situation  

· Details about the service users’ situation

· Details about the support given

· Information on referrals made internally and externally

· Copies of forms filled in on behalf of the service user and other information relevant to the support given.

5.2
Service users are asked to consent to the use of their data, either verbally using a standard process or by signing a written document.  This is then recorded on our database, Charitylog.  If consent has not been obtained, they should be recorded on Charitylog as an anonymous contact.
5.3 
Contact details are also kept about individuals who sign up for information such as our newsletters or membership information.  When individuals on such lists are contacted, a statement will be included to inform them about why they have received the information and how to stop receiving it in future.
6. CCTV Images

6.1
AUK WB has CCTV cameras to monitor the exterior of the building 24 hours a day.  The purpose is for monitoring who enters the building so they can be let in remotely and for crime prevention and detection.  Data from the CCTV system is recorded and securely stored for seven days and then deleted.   Access to the images is restricted to the Chief Officer and Central Services Manager.  Where the CCTV system captures images relevant to our internal processes, e.g. a disciplinary process, AUK WB may retrieve and rely upon these images.
7. Transparency & Choice

7.1 
AUK WB will always inform people about:

· Who is collecting their information;
· What information we keep and for what purpose;
· Who we might pass their information on to;
· How to contact us if they want to stop us from using their data (withdraw consent); 
· How long the data will be kept;
· How to obtain a copy of any information that we hold.
7.2 
We publish a Privacy Notice on our website outlining this information.  This is also available in other forms upon request.
7.3
We will also give people reasonable choices over how their data is used and will ensure we are clear about what choices are offered, record them carefully and ensure they are acted on.
8. Personal Records 
8.1 
To meet legislative requirements all personal data must be relevant, adequate not excessive, accurate and up to date. Records should be factual, positive and non-judgemental and must strictly adhere to the criteria set out. Team Leaders will ultimately be responsible for maintaining data in accordance with AUK WB guidelines. 
9. Subject Access Requests 

9.1 
Information on individuals must not be divulged to other persons or organisations without their explicit consent.  When a request for information is made, the identity of the person making the request should be verified.

9.2 
An individual can find out what information is held about him/her by making a Subject Access Request.  This can be done by writing to the Chief Officer at  Pennyhurst Mill, Haig Street, Wigan WN3 4AZ, emailing enquiries@ageukwiganborough.org.uk or phoning 01942  615880.
9.3 
Subject Access Requests will be dealt with and information provided without delay and at the latest within one month of receipt.  If this is not feasible because the request is complex or numerous, then the period of compliance will increase by a further two months.  In this case, the individual will be informed within one month of receipt of the request and an explanation given why the extension is necessary.
9.4 
Employees have the right of access to their HR file excepting documentation furnished on a confidential basis, on receipt of 8 working days’ notice in writing.

9.5 
Normally, information will be provided free of charge.  However, if a request is manifestly unfounded or excessive, particularly if it is repetitive, AUK WB reserves the right to charge an administration fee or any expenses occurred.

9.6
AUK WB reserves the right to refuse to respond to a request that is manifestly unfounded or excessive, particularly if it is repetitive.  This decision should be made by the Chief Officer.  If a request is refused, we will explain to the individual why it is being refused and inform them of their right to complain to the Information Commissioner’s Office or to take legal action within one month of receipt of the request. 
10. Rectification

10.1
Under the Data Protection Act 2018, individuals are entitled to have personal data rectified if it is inaccurate or incomplete.  This should normally be authorised by the Chief Officer or the Central Services Manager.
10.2
If the information in question has been disclosed to a third party (for example through a referral), they must also be informed of the rectification.

10.3
Rectification of records should normally be one within one month.  This can be extended by two months where the request for rectification is complex.  

10.4
If no action is taken in response to a request for rectification, we will explain to the individual why it is being refused and inform them of their right to complain to the Information Commissioner’s Office or to take legal action within one month of receipt of the request.
11. Erasure

11.1
Under the Data Protection Act 2018, individuals have the right to request the deletion or removal of personal data where there is no compelling reason for its continued processing.  This applies to the following specific circumstances:

· Where the personal data is no longer necessary in relation to the purpose for which it was originally collected or processed.

· When the individual withdraws consent.

· When the individual objects to the processing and there is no over-riding legitimate interest for continuing the processing.
· The personal data was unlawfully processed.

· The personal data has to be erased in order to comply with a legal obligation.

· The personal data is processed in relation to the offer of information society services to a child.

11.2
AUK WB will normally agree to a request for erasure unless the data is processed for one of the following reasons:

· To exercise the right of freedom of expression and information.

· To comply with a legal obligation or for the performance of a public interest task or exercise of official authority.

· For a public health purpose in the public interest.

· Archiving purposes in the public interest, scientific research, historical research or statistical purposes; or

· The exercise or defence of legal claims.

11.3
If a person is vexatious (i.e. known to bring legal actions without sufficient grounds for winning), the right to erasure will be eclipsed by the organisation’s legitimate interest.
11.4
If the personal data in question has been disclosed to a third party, they should be informed about the erasure of the personal data, unless it is impossible or involves disproportionate effort to do so.
11.5 
Erasure, or decisions not to agree to a request for erasure, should be approved by the Chief Officer.

11.6
If no action is taken in response to a request for erasure, we will explain to the individual why it is being refused and inform them of their right to complain to the Information Commissioner’s Office or to take legal action within one month of receipt of the request.
12.
Restricting Processing
12.1
AUK WB will restrict processing of personal data in the following circumstances:

· Where an individual contests the processing of the personal data, processing should be restricted until the accuracy of the data has been verified.

· Where an individual has objected to the processing and AUK WB is considering whether the organisation’s legitimate grounds over-ride those of the individual.

· If processing is unlawful and the individual opposes erasure and requests restriction instead.

· If data is no longer required but the individual requires the data to establish, exercise or defend a legal claim.

12.2
If the personal data in question has been disclosed to a third party, they should be informed of the restriction, unless it is impossible or involves disproportionate effort to do so.

12.3
The decision to restrict processing should be made by the Chief Officer.
12.4
If no action is taken in response to a request for restricting processing, we will explain to the individual why it is being refused and inform them of their right to complain to the Information Commissioner’s Office or to take legal action within one month of receipt of the request.
13. Summary of Registration Details 
13.1
Age UK Wigan Borough and Age UK Wigan Borough Enterprises are registered individually to process personal data. 
User Name







 Registration Number

AGE UK WIGAN BOROUGH 




Z6639549
AGE UK WIGAN BOROUGH Enterprises 


Z2026110 

14.  Access to Records

14.1 
Access to personnel records will be limited to the following people:  Chief Officer, Central Services Manager, Office Manager and named Administration Officers.

14.2 
Access to financial records will be limited to the Chief Officer, Finance Manager, and volunteers within the finance department.

14.3 
Access to service users’ records will be limited to staff with permission to access Charitylog.  

14.4  
Staff are only permitted to access the records of service users that they are supporting.  If staff are found to be accessing other service user records without good reason, this will be a disciplinary offence and could lead to dismissal. Regular audits will be undertaken to ensure compliance.
15. Information Security Guidelines
15.1 
The organisation operates a strict policy on confidentiality and recognises the importance of secure, safe and confidential recording of information for clients, staff and volunteers.
15.2
All staff are responsible for the security of the equipment allocated to, or used by, them.  Passwords should be used on all IT equipment, particularly items taken out of the office.  Passwords should be kept confidential and changed regularly and should not be routinely stored or shared.

15.3
Terminals should be locked or logged off when a computer is left unattended to prevent unauthorised users accessing the system in advance.  When leaving the office, you should log out and shut down your computer.
15.4
Staff should not delete, destroy or modify existing systems, programmes or data unless specifically authorised to do so.

15.5 
Firewalls and virus checking software are installed and are updated as required. Data is backed up daily and our IT system is managed externally using a cloud-based system for back up.  
15.6
Emails are monitored for viruses.  However, staff should exercise caution when opening emails from unknown sources or an email that appears suspicious.  The Office Manager should be informed immediately if staff suspect a computer may have a virus.  Age UK WB reserves the right to delete or block emails or attachments in the interests of security and the right not to transmit any email message.
15.7 
Wherever feasible, information should be saved through our database, Charitylog, and not as a hard copy.  Where this is not practicable, it should be stored in a locked and fire resistant cabinet/cupboard.  Records must never be left on display in areas where other people may see or read them. Regular audits will be undertaken to ensure compliance.
15.8 
Minimum hard copy information must be taken on external visits. Extreme care must be taken whilst data is in transit to ensure its security and safety. Staff are not permitted to hold work-related personal data on their own USB sticks. Staff wishing to use a USB stick for work purposes must apply to a Line manager stating the reason for the data portability requirement. If use of a USB stick is agreed, an encrypted USB stick will be issued on a time limited basis. 
15.9 
Staff must not process work-related personal data on their home computer; specifically staff must not record, retain or transmit client or other work related personal data on/from their own computer.
15.10 
Staff must ensure that any personal data processed on transportable devices is subsequently transferred onto relevant organisational data bases before deletion.

15.11 
All records about service users should reflect the highest standard of recording and reporting.  They should reflect the facts of the situation and not express opinions.  Staff should remember that service users are entitled to view the information that we hold on them and they should be written in terms that the client will understand, avoiding acronyms, jargon etc.
15.12
Normally, referrals to other organisations should be done verbally or by post, having checked that the information is being given to the appropriate person.  Extreme care must be taken when faxing to ensure that confidential data is being sent to the correct recipient. When faxing confidential information steps must be taken to ensure that the recipient has appropriate security measures in place and has been received. 
15.13
If information is sent via email to a third party about an individual, then the full details should not normally be used.  Internally, the Charitylog number should be used, rather than a name.  Externally, a shortened version of the name (Mr T) is normally sufficient for the third party to know who is being discussed.  If more information is required, then a verbal conversation or using the post is preferable.  If full information needs to be sent by email, extreme care should be taken to ensure that it reaches the right person.
15.14 
Confidential information must be shredded. If shredding cannot be processed immediately, it must be locked away securely until such times as it can be shredded.

15.15    Staff are not permitted to use client data for other external activities.  This is considered a serious breach of trust and will lead to dismissal.  Any such action will be reported to the Information Commissioner’s Office.  
15.16
Email and internet services should only be used for authorised purposes and should not be used to download files other than for business purposes. Software from external sources should not be downloaded without authorisation – this may interfere with our systems and introduce viruses or other malware. This includes screensavers, photos, video clips and music files. Devices or equipment should not be attached to the system without authorisation, including USB flash drives, MP3 or similar device, PDA or phone, whether connected via the USB port, infra-red communication port or in any other way.  AUK WB reserves the right to monitor communications held over these facilities, including the inspection of any files downloaded onto the organisation’s systems to ensure compliance.
15.17
All reasonable care should be taken not to access, download or distribute pirated software, malicious programmes or any other inappropriate material, including pornography. Suspicious emails should not be opened and links within them should not be clicked on.  Advice should be sought from managers if such suspicions exist.

15.18
Business emails should only be sent via the organisation’s email system and not through other means, including personal email accounts. Personal web-based email accounts, such as Gmail or Hotmail should not be accessed on our systems as they represent additional security risks.
15.19 
Where email lists are put together (e.g. for newsletters or shop offers), individuals should sign to say that they agree to be on the list.  Blanket emails should be sent using the Bcc box and a note should be included at the end of the email to explain how people can be unsubscribed from the email list.

15.20
Post should not be left out overnight but stored in a secure place.

15.21
Access to AUK WB buildings outside of normal working hours will be limited to authorised key holders. Key holders will also be responsible for opening buildings and securing them at the end of the day. A list of designated key holders for each of the AUK WB premises is held by the Central Services Manager.
16. Adults without Capacity

16.1
Service users with mental disorders or learning disabilities do not necessarily lack capacity to consent to disclosure of confidential information.  

16.2
If appropriate, an independent mental capacity advocate (IMCA) can be appointed for someone who needs serious treatment but lacks capacity and has no-one to speak on his or her behalf. In this case, contact with the appropriate agency should be made to discuss the issue and identify whether an IMCA should be provided.

16.3
Some service users who lack capacity may have created a lasting power of attorney (LPA) giving another person the power to make general or specified decisions should they lack capacity.  In this situation, it is appropriate to speak to the person about the issues facing the service users.  This should be noted on Charitylog and a copy of the LPA uploaded if possible.

16.4
The court of protection has powers to declare whether someone has or lacks capacity and to appoint a deputy to make decisions on their behalf.

16.5
In any discussion with IMCA’s, attorneys and deputies, the information given should be restricted to what is reasonably necessary to enable the person to deal with the issue in question, where there is a need to know and where the disclosure is in the service user’s best interest.

16.6
If there is no formal mechanism of support, it may be necessary to share information with relatives, friends or carers to gather the relevant information and assess the service users’ best interest.  This should only be done if all other options are not possible and with the agreement of the Chief Officer.  The notes on Charitylog should clearly explain the steps that have been taken and the reasons why it is considered in their interest to disclose information to carers, relatives or any other third party.
17. Disposal of information

17.1 
The Data Protection Act 2018 specifies that personal data should not be kept for longer than is necessary.

17.2  
AUK WB has reviewed the retention of information and will normally retain information for six years.  However, a summary will be retained of who we have been associated with (name and address), in what capacity and for how long.  This will only be used to prove an association should a legacy be given to Age UK or any associated organisations.
17.3 
However, information will be kept for 16 years where:
· The case has been subject to a serious complaint, insurance claim or other dispute related to our handling of the case, unless it has been handled through our Public Liability insurance.

· The case relates to building works or surveyors’ reports on the purchase of property or relating to property.

· The case is considered to be substantial, where sums of money involved are in excess of £10,000, where the advice given was especially complex or where there are other concerns that the case is unusual.

17.4  
DBS information will be destroyed after six months’ employment but a note of the DBS number will be retained.

17.5 
Disposal of information will be authorised by a senior manager, normally the Central Services Manager or Office Manager.
18. Ensuring Compliance

18.1
All staff will undertake training in data protection soon after starting work at AUK WB and periodically after that, as considered necessary.

18.2
A programme of audits will be undertaken by the Central Services Manager to ensure that compliance is maintained.
19. Internal Records  
19.1
An internal log will be kept and updated annually of processing activities.  This will include:
· Name and details of the organisation

· Purposes of the processing

· Description of the categories of individuals and categories of personal data

· Categories of recipients of personal data

· Retention schedules

· Description of security measures

19.2
It is the responsibility of the Central Services Manager to ensure that the log is reviewed annually.

20. Data Breaches
20.1
A personal data breach is a breach of security leading to the destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.  
20.2
Data breaches, however minor, should be reported immediately to the Chief Officer, or in his absence, the Central Services Manager, who will then assess if it is likely to result in a high risk to the rights and freedoms of individuals concerned.  If this is the case, the Information Commissioners’ Office will be informed within 72 hours.

21. Reporting Concerns
21.1
Individuals who feel they have been unfairly treated by the data operating organisation have the right to complain to The Information Commissioner’s Office.  Helpline: 0303 123 1113.  Website: https://ico.org.uk/concerns.
21.2
Staff who have concerns should initially raise them with their line manager.  If they are still concerned, they should discuss the issues with the Central Services Manager or Chief Officer.  
21.3 
The organisation operates a whistle blowing policy (P52/08), which gives effect to our wish that no employee should feel reluctant, for fear of management’s response, to give us information about wrongdoing within the organisation. 
Appendix 1 – Privacy Notice

Appendix 2 – Data Protection Agreement (staff)

Appendix 3 – Guidelines re use of IT
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